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HACKED: 
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PRIMER 
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Lots of ways for bad guys to get 
in- let’s focus on three: 

• Password Issues 

• IoT Security  

• Wireless Weaknesses 

ill use another’s                                                                           
weakness to target you 
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ATTACK VECTORS 



• Password uses 

• Authentication 

• Verify current open threats 

• Email Address 

• Passwords 

• Attackers will use the 
breaches of others against 
you   

• Check here: 

haveibeenpwned.com 

ill use another’s                                                                           
weakness to target you 
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PASSWORD ISSUES 



• The Man Who Wrote 
Those Password Rules Has 
a New Tip: N3v$r M1^d! 

• New NIST 
Recommendations 
• NIST SP 800-63B 

• Appendix A 

• Single-Factor 
Authentication 

• Multi-Factor 
Authentication 
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PASSWORD ISSUES 
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PASSWORD COMPLEXITY 



• Complexity < Length 

• No periodic password resets 

• Enable “show password while typing” 

• Allow paste in password fields 

• Forbid commonly used passwords 

• Don’t use password hints or 
knowledge-based authentication 

• Limit number of password attempts 

• Multi-factor authentication / SMS 
based concerns 
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UPDATED GUIDELINES 



7 



Things to look for: 

 

• Known good device security 

• Firmware updates 

• Network segmentation 

• Firewall rules 

• Research device 
vulnerabilities 
• Google Hacking Database 

• Shodan (for existing IoT) 
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IOT SECURITY 

https://www.exploit-db.com/google-hacking-database/


9 



10 



•Man-in-the-
middle attack 
• Compromised 

communication 
• Record and 

manipulate in 
transit data 

• Hard to detect 
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WIRELESS WEAKNESSES 



•Wireless 
Eavesdropping  
• Create fake access point 
• Encourage users to 

connect 
• Record sessions 
• Manipulate data to 

compromise users 
 

12 

WIRELESS WEAKNESSES 



•Wireless Connections 
• Remembers previous 

connections 

• Attempts to reconnect  

• Attackers can use this data 
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WIRELESS WEAKNESSES 



• Avoid open wireless 
connections 

• Avoid Auto-Connecting to 
hotspots 

• Encryption when available 

• VPN service 
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SECURING AGAINST 
WIRELESS ATTACKS 



JHOMA@CYBERADVISORS.COM 

 

WWW.CYBERADVISORS.COM 

THANK YOU 


